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System-view

vlan 200

interface gigabitethernetl1/0/1

port link-type trunk

port trunk permit vlan 200

3.43 BLE AC

(1) FE ACHHED

# G2 VLAN 100 A LRI R VLAN $2 11, FoiZ4% N RCE 1P bk, APCRSRIGZ IP Ml 5 AC
37 CAPWAP i

<AC> system-view

[AC] vlan 100

[AC-v1anl00] quit

[AC] interface vlan-interface 100

[AC-Vlan-interfacel00] ip address 2.2.1.1 24

[AC-Vlan-interfacel00] quit

# 6% VLAN 200 L5 M VLAN #2100, JFNZE DRCE 1P Huhk. Client #4# H1% VLAN £\
TCER %% o

AC] wvlan 200
AC-v1an200] quit

[

[

[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 2.2.2.1 24
[

AC-Vlan-interface200] quit

(2) BLEFASHH
# BCE 2 IMC RS 2 ER S S .

[AC] ip route-static 192.168.0.0 255.255.0.0 2.2.2.100
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(3) MELLIRS
# QI IO ARSI stl,  FFEE N TSR AR S5 AEAR AL I o

[AC] wlan service-template stl

# il B SSID M service.

[AC-wlan-st-stl] ssid service

# o B AR5 VLAN 4 200,

[AC-wlan-st-stl] vlan 200

# BB R P AR RO KA E N AP,
[AC-wlan-st-servicel] client forwarding-location ap

[AC-wlan-st-servicel] quit

# @ AP, BLE AP X FK4 office, M5 44 FKiEF WA4320i-ACN, I it & 7 51
219801A0CNC138011454.

[AC] wlan ap office model WA4320i-ACN

[AC-wlan-ap-office] serial-id 219801A0CNC138011454

# i\ Radio 2 1 &.

[AC-wlan-ap-office] radio 2

# R NR SR stl F55E 2 radio 2, FFIT R S

[AC-wlan-ap-office-radio-2] service-template stl
[AC-wlan-ap-office-radio-2] radio enable
[AC-wlan-ap-office-radio-2] quit
[AC-wlan-ap-office] quit

(4) FHE RADIUS /7%

# QI FRN rsl [ RADIUS 7%, FHEENZ 5 A
[AC] radius scheme rsl

# It & RADIUS 5 R FIGEAI 32137 ARk 55 28 K HLm 5 5% o

AC-radius-rsl] primary authentication 192.168.0.111

[ ]
[AC-radius-rsl] primary accounting 192.168.0.111
[AC-radius-rsl]

key authentication simple radius

[AC-radius-rsl] key accounting simple radius
# ML B K% RADIUS filk5s a8 I H P A A5 ISP 1844 .

[AC-radius-rsl] user-name-format without-domain

[AC-radius-rsl] quit

# fdi5E RADUIS session control ZhjfE .

[AC] radius session-control enable

# JF )3 RADIUS DAE JIR%5, I\ RADIUS DAE JIk%5 a5 #L Kl .

[AC] radius dynamic-author server

# ¥ B RADIUS DAE % Jiiitft IP Hidik 4 192.168.0.111, 5 RADIUS DAE % i %2 H. DAE #
SCHH e L 25 N B S radius .

[AC-radius-da-server] client ip 192.168.0.111 key simple radius

[AC-radius-da-server] quit

(5) HCEINELL
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# B4y dml 1) ISP d8FHE N HALE .

[AC] domain dml

# N Portal F PG E AAA LE 77758 RADIUS.
[AC-isp-dml] authentication portal radius-scheme rsl
# A Portal i ' ICE AAA 32807778 RADIUS.
[AC-isp-dml] authorization portal radius-scheme rsl
# 4 Portal Fl ' lC & AAA 11277744 RADIUS.
[AC-isp-dml] accounting portal radius-scheme rsil

# 852 ISP 15 dma ) bR B UIWE 18]l 15 4308, TR B DT 1) 9 7= 26 fO3R o 1024 715,
[AC-isp-dml] authorization-attribute idle-cut 15 1024
[AC-isp-dml] quit

(6) HLE Portal \ilE

# I & Portal AEARSS 28, 2 FKA newpt, IP Hihtly 192.168.0.111, ¥iWr Portal 4 SCHm H A
50100,
[AC] portal server newpt

[AC-portal-server-newpt] ip 192.168.0.111
[AC-portal-server-newpt] port 50100

# Bic & Portal IEAR S5 43257848 CMCC.

[AC-portal-server-newpt] server-type cmcc

[AC-portal-server-newpt] quit

# Iic & Portal Web il 4525 11) URL 4 http://192.168.0.111:8080/portal .

[AC] portal web-server newpt

[AC-portal-websvr-newpt] url http://192.168.0.111:8080/portal

# ME WA EEMS MM Portal Web JIR% #5110 URL #7724 ssid. wlanuserip
wlanacname, HAH 5514 AP [¥] SSID. H P 1P Hihkb Al AC 48K GX=ANS4 5 E R x4
PALIDN

[AC-portal-websvr-newpt] url-parameter ssid ssid

]
[AC-portal-websvr-newpt] url-parameter wlanuserip source-address

[AC-portal-websvr-newpt] url-parameter wlanacname value AC
# Tic & Portal Web IR %5 #2544 5 CMCC.

[AC-portal-websvr-newpt] server-type cmcc

[AC-portal-websvr-newpt] quit

# OB 25T IPv4 HiUlkR Portal S IEREN, %574 0, HAEJAE)Y 192.168.0.111, LUK
17171 Portal Web IR 5 28 F &, B 7 a] LIE %7 7] Portal Web 245 %% .

[AC] portal free-rule 0 destination ip 192.168.0.111 24

# TP 5 o2k Portal 12Tt .

[AC] portal roaming enable

# KMHTEE Portal 2 /7 3 ARP R I [FE 4k T R .

[AC] undo portal refresh arp enable

# JTJ5 Jo2k Portal %% i A ik MRS B TR

[AC] portal host-check enable

12



# LIRSS stl B A RE EL 7 3UAY Portal AIIE.

[AC] wlan service-template stl

[AC-wlan-st-stl] portal enable method direct
# W BRI Portal FH P8 FHAIESCY dml.
[AC-wlan-st-stl] portal domain dml

# 1R LRSS 15EMR st E 5] H Portal Web I %5 #% newpt.

[AC-wlan-st-stl] portal apply web-server newpt
[AC-wlan-st-stl] quit

(7) ECHE Portal 2T MAC Hubik (1) s e
# G MAC 852 5548 mts, FHEN MAC 45 i &5 287 o

[AC] portal mac-trigger-server mts

# BB P SRR R E Y 1024 775
[AC-portal-mac-trigger-server-mts] free-traffic Threshold 1024000
# Il B MAC 2852 i 55 s At ik Jy 192.168.0.111.
[AC-portal-mac-trigger-server-mts] ip 192.168.0.111

# lC & MAC 46 5E IR 55 252871 CMCC.,

[AC- mac-trigger-server-mts] server-type cmcc

[AC-portal-mac-trigger-server-mts] quit
# FETCE RS R S H MAC 465E il %5 4% mts.

[AC] wlan service-template stl

[AC-wlan-st-stl] portal apply mac-trigger-server mts
# TR o RS AR

[AC-wlan-st-servicel] service-template enable

[AC-wlan-st-stl] quit
3.4.4 BLE Switch

# 617 VLAN 100, T3 & AC 1 AP [i] CAPWAP [%iE N [ & .

<Switch> system-view
[Switch] vlan 100
[Switch-v1anl00] quit

# 7 VLAN 200, ATk Client Tk .

[Switch] vlan 200
[Switch-v1an200] quit

# 6148 VLAN 2.

[Switch] vlan 2
[Switch-vlan2] quit

# Iid & Switch 5 AC M) GigabitEthernet1/0/1 £ 1 J&E 4 Trunk, i VLAN 100 £1 VLAN
200 J&Eit .

Switch] interface gigabitethernet 1/0/1

[

[Switch-GigabitEthernetl/0/1] port link-type trunk
[Switch-GigabitEthernetl/0/1] port trunk permit vlan 100 200
[

Switch-GigabitEthernetl1/0/1] quit
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# It B Switch 5 AP #iZ ) GigabitEthernet1/0/2 2 1 J& 4 A Access,

[Switch] interface gigabitethernet 1/0/2

[Switch-GigabitEthernetl/0/2] port link-type access

[Switch-GigabitEthernetl/0/2]
# ffi i POE Thfit.

[Switch-GigabitEthernetl/0/2]

port access vlan 100

poe enable

[Switch-GigabitEthernetl/0/2] quit
# L& VLAN 200 #2111 1P Mk

[Switch] interface vlan-interface 200

[Switch-Vlan-interface200] ip address 2.2.2.100 255.255.255.0

[Switch-Vlan-interface200]
# liCE VLAN 2 #2011 IP Hiubik.

[Switch]

quit

interface vlan-interface 2
[Switch-Vlan-interface2] ip address 192.168.0.100 255.255.255.0

[Switch-Vlan-interface2] quit

3.5 WuEAcE

# I AT LUF B i BE MAC Z85E 55 Sl & .

[AC] display portal mac-trigger-server name mts

Portal mac trigger server name: mts
Version 1.0
Server type : CMCC

IP

Port

VPN instance

Aging time
Free-traffic threshold
NAS-Port-Type

Binding retry times
Binding retry interval

Authentication timeout

192.168.0.111

: 50100

: Not configured

300 seconds

1024000 bytes

: Not configured

: 3

1 seconds

3 minutes

Jff044 VLAN 100 i@t .

# F s 7 AT Portal AR, FH PRI VGIERT, KEMHTA Web U i B4 5 5E m) 3|
Portal W\ iE T Chttp://192.168.0.111:8080/portal), TEif i tAIEJ& » AT U 7] 352 R 1) ELIC R 5E 5 o

FPLET G3EAT Portal YGERT, FEF LA A M., S HR ELr, Kbl E
W] EC SRR, A2 EgnE) Portal R FE .

WEHAT LN R 2 BE AC FAER Portal ZEZH PR R

[AC]

Total portal users: 1

Username: portal
Portal server: newpt
State: Online
VPN instance: N/A
MAC IP
0021-6330-0933 2.2.2.2

display portal user all

VLAN
200

Interface

14
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Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile: N/A
ACL number: N/A
Inbound CAR: N/A
Outbound CAR: N/A

3.6 BEEXf

. AC:
#
vlan 100
#
vlan 200
#

wlan service-template stl
ssid service
vlan 200
client forwarding-location ap
portal enable method direct
portal domain ldap
portal apply web-server newpt
portal apply mac-trigger-server mts
service-template enable
#
interface Vlan-interfacel0O0
ip address 2.2.1.1 255.255.255.0
#
interface Vlan-interface200

ip address 2.2.2.1 255.255.255.0

#

ip route-static 192.168.0.0 16 2.2.2.100
#

radius session-control enable
#

radius scheme rsl

primary authentication 192.168.0.111

primary accounting 192.168.0.111

key authentication cipher $c$3$Sqgggz71Ds4XPnethmAgyAKVlke7qwEkYbQ==
key accounting cipher $c$3$4J/JBRGwgB4F213furJMkB6JWYXBFJWE6g==
user—name-format without-domain
#
radius dynamic-author server

client ip 192.168.0.111 key cipher $c$3$AkKTEB70gMYnCgsfDeplhoAgXUek/rVrLZw==
#
domain dml

authorization-attribute idle-cut 15 1024

15



authentication portal radius-scheme rsl
authorization portal radius-scheme rsl
accounting portal radius-scheme rsl
#
portal host-check enable
portal free-rule O destination ip 192.168.0.0 255.255.255.0
#
portal roaming enable
undo portal refresh arp enable
#
portal web-server newpt
url http://192.168.0.111:8080/portal
server-type cmcc
url-parameter ssid ssid
url-parameter wlanacname value AC
url-parameter wlanuserip source-address
#
portal server newpt
ip 192.168.0.111
server-type cmcc
#
portal mac-trigger-server mts
ip 192.168.0.111
server-type cmcc
free-traffic threshold 1024000
#
wlan ap office model WA4320i-ACN
serial-id 219801A0CNC138011454
radio 1
radio 2
radio enable

service-template stl

. Switch:

vlan 2
#
vlan 100
#
vlan 200
#
interface Vlan-interface?2
ip address 192.168.0.100 255.255.255.0
#
interface Vlan-interface200
ip address 2.2.2.100 255.255.255.0
#
interface GigabitEthernetl/0/1

16



port link-type trunk

port trunk permit vlan 1 100 200
#

interface GigabitEthernetl/0/2
port link-type access

port access vlan 100

poe enable

4 HHRZFEHY

o (H3C ki MEEF(R5109)) HH “ LM EIR T
o (H3C JLkfxbIgti = 454 (R5109)) H “ZaMHLSE,
. (H3C Jogkiil#k = i LB T8 F(R5109)) H1 “WLAN AL E 155"
. (H3C JLLkiz il as i 72 2% (R5109)) H “WLAN iy &5 %"
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